December 30, 1996

MEMORANDUM FOR DISTRIBUTION

FROM: MARSHALL O. COMBS, DIRECTOR /s/
POLICY, STANDARDS AND ANALYGRSIS DIVISION
OFFICE OF SAFEGUARDS AND SECURITY

SUBJECT: CLARIFICATION TO THE DEPARTMENT OF ENERGY (DOE)
MANUAL 5639.6A-1: CLEARING, SANITIZATION, AND
DESTRUCTION OF AUTOMATED INFORMATION SYSTEMS
STORAGE MEDIA, MEMORY AND HARDWARE

This clarification replaces our previous clarification to DOE Manual 5639.6A-1, dated: July 18,
1995, subject: Clarification to DOE Manual 5639.6A-1: Clearing, Sanitization, and Destruction
of Automated Information Systems Storage Media, Memory and Hardware.

Attached are the Department of Energy tables, titled: Storage Media Clearing, Sanitization, and
Destruction Procedures that outline the requirements for clearing, sanitization, and destruction of
automated information systems storage media, memory, and hardware that have contained
classified information. Also attached are two sets of instructions. One instruction titled the
Partial Sanitization of Non-Removable Storage Media That Will Be Reused In A Controlled
Unclassified Environment defines how to reuse large hard drives that have previously been used
in a classified computing environment. The other instruction entitled Sanitization of Non-
Removable Storage Media That Have Become Partially Contaminated outlines the procedures
for sanitizing any non-removable storage media that has had the lesser of 20 K bytes or less than
one percent of the disk capacity contaminated with classified information.

There are three significant changes in this clarification as compared to the previous clarification
on this same subject. They are as follows:

1. Clearing volatile memory now requires two iterations of “power off” with a
“power on” and re-initialization in between.
2. Overwriting disks for re-use in an unclassified environment now requires a record

of the statistics of the overwrite and a Computer Security Site Manager (CSSM)
verification before the disks can be released.

3. The acceptable volume of contamination of partially contaminated storage media
where selective overwrite is acceptable for sanitization has been reduced.
Previous limits were stated as 1% of the media or less. New limits are 20K bytes
of data or 1% of the media, whichever is less.

If you have any questions, please contact Ray Holmer on telephone 301-903-3019.



Attachments:

1. Tables 1,2,& 3: Storage Media Clearing, Sanitization, and Destruction Procedures

2. Instruction 1:_Partial Sanitization Of Non-Removable Storage Media That Will Be
Reused In A Controlled Unclassified Environment

3. Instruction 2:_Sanitization of Non-Removable Storage Media That Have Become
Partially Contaminated
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Table 1. Storage Media Clearing, Sanitization, and Destruction Procedures

TYPE CLEAR Sanitize” DESTROY

Magnetic Tape:

Typel lor2 lor2 5

Type 11 lor2 2 5

Type I11 lor2 X 5
Magnetic Disks:

Floppies lor3 lor2 5

Bernoullis lor3 lor2 5

Removable Hard Disks lor3 lor2 S5or6

Non-removable Hard Disks ** lor3 lor2 Sor6
Magneto-Optical

Magneto-optic Disks: Read Only X X 5

Write Once, Read Many (WORM) X X 5

Read Many, Write Many 3 X 5
Other:

Floptical X X 5

Holical-scan Tape X X 5

Cartridge X X 5

Optical X X 5




NOTES:

Degauss with a Type I degausser.

Degauss with a Type II degausser.

Overwrite all locations with any character.

Overwrite all locations with a character, its complement, then with any other character.
Pulverize, smelt, incinerate, disintegrate, or use other appropriate mechanism to ensure the
media is physically destroyed.

Remove the entire recording surfaces by sanding or applying acid.

No procedure authorized.

Mo W e

=

Sanitization of storage media or memory for release from the classified control system may
not be authorized for specific categories or restrictive types of classified information.
Specific guidance will be provided by the CSSM.

wok See attached instructions for Partial Sanitization of Non-Removable Storage Media That Will
Be Reused In A Controlled Unclassified Environment and for Sanitization of Non-Removable

Storage Media That Have Become Partially Contaminated.




Table 2. Memory Clearing, Sanitization, and Destruction Procedures

TYPE CLEAR SANITIZE * DESTROY

Magnetic Bubble Memory 2 lor2 12
Magnetic Core Memory 2 1 or4 12
Magnetic Plated Wire 2 3and 5 12
Magnetic-Resistive Memory 2 X 12
Read-Only Memory (ROM) X X 12
Random Access Memory (Volatile) 2o0r7 6 12
Programmable ROM X X 12
Erasable PROM (UV PROM) 8 9 then 3 and 6 12
Electrically Alterable PROM 10 10 then 3 and 6 12
Electrically Erasable PROM (EEPROM) 11 11 then 3and 6 12
NOTES:
1. Degauss with a Type I or Type II degausser depending on recording strength.
2. Overwrite all locations with any character.
3. Overwrite all locations with random characters.
4 Overwrite all locations with a character, its complement, then with any other or random

character.
5. Sanitization not authorized if data resided in same location for more than 72 hours;

sanitization not complete until overwrite has resided as long as classified data resided.
Check with CSSM to see if additional procedures are required.
7. A Power "off" all sources of power for at least one minute.
B. Power “up” and re-initialize the system including memory tests that are part of the
“power up” sequence.

o

C. Power "off" all sources of power again for at least one minute.
D. Power “up” again and proceed.
NOTE: Power “off” means the removal of all power, including battery packs.
8. Perform an ultraviolet erase according to manufacturer's recommendation.
9. Perform 8 above, but increase time requirements by factor of three.
10. Pulse all gates.
11. Perform a full chip erase (see manufacturer's data sheet for procedure).
12. Pulverize, smelt, incinerate, disintegrate, or use other appropriate mechanism to ensure the
memory is physically destroyed.
X. No procedure authorized.

Sanitization of storage media or memory may not be authorized for specific categories or
restrictive types of classified information.




Table 3. Hardware Clearing, Sanitization, and Destruction Procedures

TYPE CLEAR SANITIZE DESTROY
Printer Ribbons X X 3
Platens X 2 3
Toner Cartridges 1 1 3
Laser Drums | | 3
CRTs (Classified Burn-In) X X 3
Fax Machines (See notes) 4 4 3
NOTES:
1. Overwrite with three pages of randomly generated unclassified characters.
2. Chemically clean so no visible trace of data remains.
3. Pulverize, smelt, incinerate, disintegrate, or use other appropriate mechanism to ensure the
hardware 1s physically destroyed.
4. See Random Access Memory (Volatile) in Table 2 for memory procedure and CIAC advisory
for hardware.
X. Not applicable.




Instruction 1: Partial Samtization Of Non-Removable Storage Media That Will Be Reused In A
Controlled Unclassified Environment

This procedure is not intended for diskettes used in work stations (Personal Computers).

When the use of a disk drive in the classified environment is no longer required, the classified
drive can be overwritten and re-utilized in the unclassified environment at the site. This
mstruction is meant to be used in conjunction with the de-accreditation of computers. Routine
use of this instruction (flip flopping) for the convenience of the site is not permitted.

Hardware Components with non-removable storage media on which classified information has
been recorded may be cleared by overwriting the entire media with binary zeroes, binary ones,
and then random characters from an automated random character generator.

Once cleared, the drive shall be conspicuously marked with something that indicates that the
disk must be controlled as "Previously Contained Classified" and protected under a control
(accountability or configuration management) system. This control system must be able to
ensure that these protected magnetic platter(s) do not leave the limited security area until they
are ready to be degaussed or destroyed. The Computer Security Operations Manager (CSOM)
must approve the overwrite methodology. The Computer Security Site Manager (CSSM) must
verify that this methodology has overwritten all classified and that the control procedures have
been employed.

The overwrite program shall present information about sectors overwritten and bad sectors that
cannot be overwritten.

The Computer System Security Officer (CSSO) must review the results of an overwrite to assure
that sufficient overwriting has occurred and that no retrievable classified information remains
before the drive 1s released for unclassified use.

Warning note: Normal operating systems that perform overwrite and encounter damaged disk
sectors will by-pass those portions of the disk. There may be residual classified information
contained in those damaged area(s). Therefore, a methodology or special software driver must
be utilized that attempts to overwrite each sector despite any error messages to ensure that this
classified information is overwritten or cannot be retrieved. This means that the program for
each type and size of drive for each manufacturer may require a different methodology or
software driver.



Instruction 2: Sanitization Of Non-Removable Storage Media That Have Become Partially
Contaminated

Where a non-removable storage media has been operated in an unclassified environment, and
has become contaminated with a relatively small amount of classified information, the affected
area can be sanitized by overwriting the area with binary 0's, binary 1's, and then a random
pattern . The CSOM must approve the overwrite methodology. The CSSM must verify that this
methodology has overwritten all classified and that the control procedures have been employed

If the contamination is less than 20K bytes and less than 1 percent of the capacity of the non-
removable storage media, overwriting only the contaminated areas is acceptable. If the
contamination is 1 percent or greater, the non-removable storage media should be treated as if it
had been operating in the classified environment, and completely sanitized in accordance with
Table 1 of this clarification.

If the contamination is greater than 20K bytes and/or greater than 1 percent of the capacity of the
non-removable storage media, the Computer Security Program Manager (CSPM) must approve
any attempt to selectively overwrite the contaminated area and place the media back in service
without a complete overwrite of the media.

The overwrite program shall provide confirmation of overwrite of the specified area and of
successful completion.
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